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Automatic configuration of IP address
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■ IPv4:

□ DHCP (and ARP)

□ Windows 

autoconfiguration

■ IPv6:

■ NDP

■ DHCPv6



Dynamic Host Configuration Protocol 
for IPv4
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2 ■ every computer already has a MAC address, which it could 

use for communication on the link layer within a LAN 

segment

■ the computer sends a DHCP request from source address 

0.0.0.0 to the destination address 255.255.255.255 

(broadcast)

□ ARP is used to resolve IP address to MAC address

■ If the DHCP-server is presented, it answers with an offer for 

that computer (identified with MAC address). The offer is 

also sent to 255.255.255.255 (broadcast)

■ if the computer accepts an offered IP address, it replies with 

the request of the offered address and waits for the 

acknowledgement from the server



What else sends DHCP server?

■ IP address

■ Network mask

■ Gateway

■ Address of DNS server

■ Address of TFTP (Trivial File Transfer Protocol) server

□ Optional

□ Used for booting the Operating System from the 

Network
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How DHCP selects an IP address? 1/2
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■ From predefined 

range of addresses 

(e.g. 192.168.1.100 

– 192.168.1.250)



How DHCP selects an IP address? 2/2
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■ From the list of 

addresses predefined 

for each computer 

(MAC address) by 

the administrator



Neighbor Discovery Protocol for IPv6

■ IPv6 is different from IPv4 – another protocol

□ No ARP by default

□ Uses ICMPv6 for address resolution

□ Uses Neighbor Discovery Protocol to configure IP 

addresses

- Link-local unicast address for communication within a 
network segment

- Global unicast address for communication outside a network 
segment
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Neighbor Discovery Protocol for IPv6
Link-local address

A computer:

■ generates a link-local IPv6 address from it’s MAC address:

□ MAC: 54:31:f3:a1:b7:dd

□ Link-local IPv6: fe80::5631:f3ff:fea1:b7dd

■ performs Duplicate Address Detection:

□ Using link-local address, it sends Neighbor Solicitation 

Message (using ICMPv6) to the same link-local address

□ If other computers are presented, they answer with their 

link-local addresses in Neighbor Advertisements –

duplicate will be found

■ waits for Router Advertisement (sends Router Solicitation)
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Neighbor Discovery Protocol for IPv6
Router advertisement

■ Routers, if presented, constantly send Router Advertisement 

messages to “all-nodes multicast address”

□ IPv6 prefix that the computer could use for automatic 

configuration of global IPv6 address

□ Gateway

□ …

■ Using the information from router advertisement, the computer 

configures it’s IPv6 address, default gateway and other 

parameters (DNS, DHCP server, etc.):

□ IPv6 address: network prefix + 5631:f3ff:fea1:b7dd
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